Digital data -
on trial

Alison White of the law firm of Shepherd and
Wedderburn provides legal context to the ongoing debate

on centrally held electronic healthcare records

OT a week goes past it seems without a
N newspaper or journal reporting on some

controversial aspect of digital patient records.
Whilst patients are now accustomed to their doctors
creating electronic as well as paper records, latest
developments involve the keeping of digital records
for centralised NHS purposes. Inevitably this raises
concerns about the protection of personal data and
indeed whether what is being done complies with
data protection legislation.

The approach being taken north and south of the
border differs in the extent to which information is
being placed on centralised databases and the degree
of patient control. This article offers a brief overview of
the two systems in Scotland and England and provides
a legal context to some of the issues being raised.

Centralised records and consent
Both Scotland and England are in the process of

creating a centralised record system for every patient
within their jurisdiction. The aim is to give access to
certain information about patients when being treated
outwith the GP surgery. In England there is a wider
vision - the electronic record is to become, over time,
a record of all healthcare events experienced by a
patient. Patients in England will also be provided
online access to their records via Healthspace, the
NHS’s secure online personal health organiser.

The two systems have different names - in
Scotland the Emergency Care Summary (ECS) and
in England the Summary Care Record (SCR) - but
the basic information that both will hold includes
patient name and date of birth, details of
medications that have been prescribed and also any
known allergic reactions to medicines. Because the
aims of the two systems are slightly different they
are likely to be used in different ways, and the
means by which patients can consent or not to the
use of their electronic record is also different.

In Scotland a patient can choose not to have an
ECS created on their behalf. If they choose to have
an ECS, once it has been created it can only be
viewed by NHS staff if they have obtained the
permission of the patient before looking at the
information. Even when consent is obtained only
those who have been specifically given permission
will be allowed to look at the information. The only
exception to this is when the patient is unconscious
and cannot consent. In such circumstances all NHS
staff can look at a patient's ECS in order to give the
best possible care.

In England, patients will be sent a leaflet by their
GP or Primary Care Trust before the Summary Care
Record is created. This will outline what is involved
and the options open to patients if they do not want a
full SCR to be made. There will then be a period from
receipt of the leaflet for the patient to contact their GP
or PCT, but if they do not do so then a full SCR will
be created for them by default. Other options open to
the patients will be to request that certain information
not be included (this will not be agreed to if it affects
the accuracy of information), or to agree that the SCR
is created but can only be accessed outwith the GP if
the patient consents (similar to the Scottish system).
Patients can also choose to have no SCR created.

Both systems work on the basis of an ‘opt-out; i.e.
an ECS or SCR will be created unless the patient
actively contacts their GP and chooses one of the
other options. It will be for the patient to raise this
with their GP - the GP will not be obligated to
specifically discuss this with patients.

Data protection

The issue of consent has been one of the most
controversial in the development of these electronic
record systems and in particular has led to concerns
about compliance with data protection legislation.
Under the current legislation (the Data Protection
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